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Abstract 

 

In this paper proposed an adaptive approach for image encryption. We used linear 

congruential random number generators to produce the pseudo random sequence. The input 

image is encrypted using pseudo random with crossover of genetic algorithm. This new 

encryption method can be used to encrypt an image with high secure, fast and lossless. It 

can be used to send the encrypted image through network and secure data storage (such as 

important documents). To validate our work, several experiments are executed on a number 

of different features (details) images. The proposed method reduces the weakness area in the 

encryption method and increasing the randomness of the encrypted image.  

 

 

 الخلاصة

 linear congruential randomفييه اييلب ب نقييح خواييمي  مبورة ييش ةرييموو  اييين م ب  ييمو   ييح خ ييا    

number generator     ةي  بليا بخايpseudo random sequence    ب لاضي فش ل يا بخيا  بcrossover of 

genetic algorithm . 

ا ع ييا رييموو ةييينمد جب  عولييش  يو يي  ع   ييش   ييح  ييو  رييمقم  مقوييش   اييين م بخييمب   ة ا نييش ةيي  ب  ييمو   ق يي

. وةميي  قييي و ب  ييلا ل  ب  ييمو ب اييه  free of errorوخييمعش   ن ييل هن ييمد و صييم  ب  ييمود ب    نييلا     ييش ةيي  بلا ريي   

بخا  ةت ه خت  قامي ع ا هم    ة ا نلا ة  ب ان ر ا. وق        ع ا خا ئج ل  د   ح قضت الد ب رمقوش ع ا خو   

 وهم  ظهم فه ب  ا ئج.  pseudo randomت  ظهم فه   ل بخا  ب   مقوش ب ضيف ب اه ه خ
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1. Introduction 

In the digital world, the security of 

digital images becomes more and more 

important since the communications of 

digital products over open network occur 

more frequently. Furthermore, special 

and reliable security in storage and 

transmission of digital images is needed 

in many applications, such as pay-TV, 

medical imaging systems, military image 

communications, and confidential video 

conferencing, ect. In order to fulfill such 

a task, many image encryption methods 

have been proposed, but some of them 

have been known to be insecure [1]. 

Recently, with the greater demand 

in digital signal transmission and the big 

losses from illegal data access, data 

security has become a critical and 

imperative issue in multimedia data 

transmission applications. In order to 

protect valuable information from 

undesirable readers or against illegal 

reproduction and modifications, various 

types of cryptographic schemes are 

needed. There are two types of 

cryptographic schemes: symmetric 

cryptography [2] and asymmetric 

cryptography [3]. The symmetric scheme 

uses the same key for encryption and 

decryption. Two keys issued in 

asymmetrical cryptography, one for 

encryption, known as the public key, and 

the other for decryption, known as the 

private key. Asymmetric cryptography is 

often used in key distribution and digital 

signature for its slow processing speed. 

The symmetric cryptography is normally 

used to encrypt private data for its high 

performance. Moreover, none of the 

most used symmetrical ciphering 

systems like DES, IDEA and AES make 

use of the most recent developments in 

information processing technology. 

There have been various data encryption 

techniques [4,5] on multimedia data 

proposed in the literature. Genetic 

Algorithms (GAs) [6] are among such 

techniques. Generally, genetic 

algorithms contain three basic operators: 

reproduction, crossover and mutation 

where all three are analogous to their 

namesakes in genetics. Reproduction and 

crossover together give genetic 

algorithms most of their searching 

power. 

2. Pseudo-Random Bit 
Generators 

It is important to note that the use 

of pseudo-random sequence generator 

reduces but does not eliminate the need 

for a natural source of random bits, the 

pseudo-random sequence generator is  

a" randomness expander", but it must be 

given truly random seed to begin with. 

A classical techniques for pseudo-

random number generation which are 

quite useful and effective for Monte 

Carlo simulations are typically 

unsuitable for cryptographic 

applications. For example, linear 

feedback shift registers are well-known 

to be cryptographically insecure, one 

can solve for the feedback pattern given 

a small number of output bits. Linear 

congruential random number generators 

are also insecure. These generators use 

the recurrence:  

 

 

Where p is prime, an ,………,a1,a0 are 

integer number less than p,x0 is initial 

value for generator. To generate an 

output sequence {X1, X2…….}, and 

starting point X0 . it is possible to enter 

the secret parameters given just a few of 

the Xi. even if only a fraction of the bits 

of each Xi are revealed. 
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3. Genetic Algorithms 

 A genetic algorithm is a search 

technique used in finding true or 

approximate solutions to optimization 

and search problems. Genetic algorithms 

are categorized as global search 

heuristics. Genetic algorithms form a 

particular class of evolutionary 

algorithms that use techniques inspired 

by evolutionary biology such as 

inheritance, mutation, selection and 

crossover (also called 

recombination).Genetic algorithms are 

implemented as a computer simulation in 

which a population of abstract 

representations (called chromosomes or 

the genotype or the genome) of 

candidate solutions (called individuals, 

creatures, or phenotypes) to an 

optimization problem evolves toward 

better solutions. Traditionally, solutions 

are represented in binary strings of 0s 

and 1s,but other encodings are also 

possible. The evolution usually starts 

from a population of randomly generated 

individuals. Genetic algorithms form one 

of the best ways to solve a problem for 

which a little is known. They are very 

general algorithms that work well in any 

search space. A genetic algorithm is able 

to create a high quality solution [7]. The 

GA relies primarily on the creative 

effects of the Darwinian principle of 

survival and reproduction of the fitness. 

Mutation is a second operation in GA. 

The crossover operation involves the 

exchange (swap) between two selected 

bytes (i.e. string of bits) the crossover 

points are randomly chosen [1]. 

4. Structure of the Proposed 
Genetic Algorithm: 

In this proposed method, the 

operations of GA (Crossover and 

mutation) are exploited to produce a new 

encryption method. This new method 

was applied to the candidate type of data 

in this work ( i.e. Images). Many tests 

are performed to ensure the success of 

the new proposed encryption method. 

Some of them  are listed in this paper. 

Then new encryption method is 

developed to satisfy the following goals, 

where the variable I be an image, E is 

the proposed encryption method and D is 

the proposed decryption method. 

 Lossless: The encryption process 

has to be reversible, with perfect 

reconstruction of the image, 

D(E(I))=I. 

 Secure: The cryptosystem has to 

be resistant to known attack such 

that corrections attack. Attacks 

specific to high redundant 

messages like images are to be 

taken into account. 

 Complexity: the algorithm has to 

be based on low-cost operations. 

The proposed encryption method 

consists of the following steps: 

1. Initialize algorithm variable, 

Image I. 

2. Initialize values of pseudo –

random X0 and P . 

3. Generate pseudo random using 

spatial case depending  

:

    mod)5)(( 2^

1 pXX nn  

 

4. nnn XIIE )( , )( nn IEJ   

5. Using GA crossover for each 

pixel of Encryption Image J as 

shown bellow figure (1). 

 

The proposed decryption method 

consists of the following steps: 

1. Initial value of pseudo –random 

generator X0 and P. 
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2. Generate pseudo –random using 

algorithm  

    mod)5)(( 2^

1 pXX nn  

 

3. Using GA crossover for each 

pixel of Encryption Image J as 

shown bellow figure(2). 

4. Decryption using algorithm  

                                        )( nnn XJJD 

 

      In=E(Jn) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

5. statistical test  

 

In this work, the proposed method  pass 

four out of the five basic statistical tests 

to prove the randomness, these tests 

were: 

 

1. Frequency test (Passed). 

2. Serial test (Passed). 

3. Poker test (Not Passed). 

4. Runs test (Passed). 

5. Autocorrelation test (Passed).  

 

 

5. Experiments 
 

To perform the proposed 

encryption method, MATLAB (2007a) 

was used to write it and applied on 

different features images, poor and rich 

details(information). comparing between 

the image encrypted using the pseudo 

random generator only, weakness area 

appear in the encrypted image as shown 

Figure (2):G.A. diagram for encryption. 

Figure (1):G.A. diagram for encryption. 
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in figure(3) with the proposed method  PRGGA as shown in figure(4).   
 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Weakness area 

Figure (3): represent the weakness area when depending on the pseudo random 

generator only. 
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Figure(4):shows first row left column original image, center column encrypted 

image, right column decrypted image, second  row left column original image 

histogram, center column encrypted image histogram, right column decrypted image 

histogram. 
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6. Conclusions 

            In this paper, we have presented 

a new scheme for image encryption 

method, the proposed method depending 

on merging Pseudo Random Generator 

with Crossover  Genetic Algorithm, the 

new method is a lossless method and it 

has a high degree of  the complexity 

with short time processing (few 

minutes). Additionally, using 

cryptography only the encrypted image 

has contain weakness area(contains 

information lead to break the image 

encryption) as shown in figure(3), but 

with G.A. produce high encrypted image 

as shown in figure(4).    
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